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WP1 and WP5 presentations

Introduction, Olavi Karasti, Elisa
Architecture, Olavi Karasti, Elisa
Device Management, Janne Parantainen, NSN
IAM introduction Sanna Suoranta, Aalto/Ilpo 
Mäntykangas, Elisa

Remote credential management tool for an On-‐board 
credential application, Laura Marcia Villalba Monné, 
Aalto
Strong authentication using mobile phone, André Palas
de Andrade, Aalto

Pilot cases, Heidi-‐Maria Rissanen, Miljenko Opsenica, 
Ericsson
Discussion, All
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Work done

Developed an architecture based on pilot cases requirements
Defined architectural principles for FSE type of services
Discovered main technology enablers
Technology Pilots: Device Management and IAM
Analysed architectural features of pilots
Six deliverables:

First year:
D1.1.1 FSE application area and use cases
D1.2.1 Phase 1 FSE architecture document
D1.3.2 List of pilot cases document 

Second year
D1.2.3 Phase 2 FSE architecture document
D1.2.4 Phase 2 Technology studies
D1.3.3  Pilot case demonstrations
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Architecture: Viewpoint
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Theses viewpoints
were agreed as 
common ground how
to deal with
architectural issues in 
EDEN WP1

EDEN WP1 mainly
dealt with these views
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Requirements from Pilots

Adaptation

Security

Information

User

Service

Compensation
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Architecturel principles

Modularity 

Transparency

Loose Coupling

Composability

Late Binding

Reflection

Bootstrapping through Established Infrastructure

Easy Ecosystem Entry
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Functional Architecture: Top Level
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Architecture: Mobile Cloud
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Architecture: Mobile Cloud

Top layer denotes 
the long tail of 
services, 
Middle layer 
focuses on 
extension of 
enterprise cloud
Bottom layer 
focuses on mobile 
users.
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Architecture: Mobile Cloud, Features

The Identity and Access Management services 
consist of federated identity management, 
single sing-‐on, and strong mobile 
authentication.
The Monitoring and Measuring service gathers 
information about the service usage at user, 
content, application, and system levels. 
Context awarenes service can be used to 
collect context information from the mobile 
devices (e.g., location, sensors, and presence), 
networks (location, social groups), servers 
(e.g., related services and their data), and 
physical space (e.g., sensor networks).
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Appendix: Architectural principles

Modularity refers to a system design where the system is 
composed of independent components, called modules, such 
that each module provides a well-‐defined piece of functionality.
In a distributed architecture with potentially many actors 
involved, it is not sufficient to simply have modularity. It is also 
necessary that the interfaces exposed by the modules are clear 
and the effects of any operations in the interfaces are well-‐
defined i.e Transparency.
In a loosely-‐coupled system, the dependence is low, so it is 
easier to change components independently without the changes 
propagating throughout the system.
Composability refers to being able to alter the relationships 
between components dynamically, giving the ability to compose 
new concepts into being from existing ones.

BACK
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Appendix: Architectural principles

In late binding, connection formation between components is 
delayed to as late as possible. This promotes flexibility in that 
the selection of communication partners can be made with as 
much information as possible.
Reflection is the ability of a running system to inspect itself and 
its complete state and to modify its state and composition at 
run time through generic interfaces.
Interaction between services are bootstrapped through a 
reasonably well-‐established service invocation interface (API). 
From all possible architectures conforming to the requirements, 
we should choose one that entices service developers to enter 
the ecosystem, both from a technical as well as economical 
perspective.
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Appendix: Requirements from Use Cases

Context awareness is about the services adapting to a client's 
current situation. Information adaptation refers to 
transforming the available information into a form most suitable 
at the time. And UI adaptation refers to the ability of a user 
interface to adapt both to the client's context and the available 
information.
Security-‐related requirements come from all use cases. The 
most common security requirements are authentication, 
certification of a user's identity, and authorization, controlling 
the access to services and information. Related to authorization 
is also the concept of trust, the ability to rely on other parties 
to carry out their obligations.
Management of information is an essential part of services, and 
even though services often manage all of their information 
themselves, there is much common information management 
functionality that can be provided by the infrastructure.

BACK
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Appendix: Requirements from Use Cases

The central concept from the user perspective is user identity. 
The identity concept needs to be flexible enough to support 
fine-‐grained user attributes, which also allow individual 
preferences to be expressed. Different situations may also call 
for different identities to be used by a single user. This all 
translates into a requirement for identity management.
The requirements on services relate to service life-‐cycle 

management. This has certain phases: service provisioning, 
service discovery, and service usage. In addition, the service 
needs to be managed throughout its life cycle, and the 
functioning of the service must be monitored.
Not all services are free and open to everyone, so some method 
for compensating the service provider is needed.

BACK
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The use cases, their architectural enablers, 

and the common architectural enablers.



Soc Classification level 
1 © Nokia Siemens Networks Presentation / Author / Date 

Device Management Value Network
Demo/Pilot Use Case
ICT SHOK Flexible Services Programme
EDEN Closing Seminar 28.9.2010
Janne Parantainen NSN
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Overview

Device Management (DM) technology pilot studied device 
management as enabling technology for the flexible services 
ecosystem.
Device management is well known and widely used 
technology; study focused on service integration in a value 
network and the relationships of different actors in it.
In particular it was studied how in a flexible services 
ecosystem a group of stakeholders having different functional 
responsibilities can combine their assets to a solution that 
solves particular end user problem.
Use case was built around hosted device management 
concept.
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High Level Architecture
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AP provider

AP provider
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Use case WLAN Access Point Parameter 
Provisioning
1. Access point owner provides AP parameters through a web 

form to a DB
2. User selects from a list (portal) access points he would like 

to provision to the terminal and triggers provisioning. Later 
on he/she can access the service via provisioned WLAN 
access points
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Example screen captures (NSN demo portal)
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Aalto Demo Portal

http://www.tml.tkk.fi/~mplaine/wififinder_english_v2.mov

http://www.tml.tkk.fi/~mplaine/wififinder_english_v2.mov
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Results

Public demo was shown in SHOK summit in Messukeskus in 
April 2010
Findings are described as part of the Technology Studies 
document
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Identity and Access 
Management
EDEN-­project
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Content

Identity and Access Management (IAM) in flexible 
ecosystems
Authentication methods
Pilots and results

Laura Marcia Villalba Monné, Remote credential management 
tool for an On-board credential application
André Palas de Andrade. Strong authentication using mobile 
phone
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Identity and Access Management (IAM) 
in Flexible Ecosystems

Federated Identity 
Management (FIM) 
separates identity 
management from 
services
Single Sign-on 
allows login to 
several services 
with single 
authentication

essential in 
composed 
services

service
service
service

service
service
service

identity
provider

identity
provider

data-
base

data-
base

identity
provider
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Authentication methods

Weak methods are good for some services

Strong methods are required by some services
using two-component authentication, usually something known 
and something possessed, for example following two:

In SIM-card based authentication, credentials stored in 
SIM provides challenge-response based authentication 
On-board Credentials (ObC) technology allow secure 
storing of credentials and cryptographic keys in a mobile 
phone, using existing hardware of mobile phone 
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Pilots and results

Laura Marcia Villalba Monné, Remote credential management tool for an 
On-

André Palas de Andrade. Strong authenticaion using mobile phone. 

Pihla Maria Viitanen. Single sign on for digital ecosystem based on 

Pekka Silvekoski. Client-
thesis, 2010 and

Sanna Suoranta, Jani Heikkinen, Pekka Silvekoski. Authentication Session 
Migration, to be publish in NordSec 2010 conference, 2010



One time password 
implementation and credential 
remote managment scheme
Using On board Credentials

Marcia Villalba 
28th September 2010



1. Introduction

2. One time password implementation

3. Credential remote managment scheme

4. Conclusions

Schedule

Marcia Villalba



Software credentials vulnerable
Dedicated hardware tokens have problems
General purpose trusted execution environment available
Credential platforms solutions became available

Introduction

Marcia Villalba



Objectives

Marcia Villalba

One time password solution 
using ObC

Implement

ObC to support credential 
remote managment

Extend



One time password implementation

Marcia Villalba

Authentication 
Server
Java

Bouncy Castle

2. Generates 
provisioning  packages 
and saves username 
and counter

3. Generates HOTP

Client
Symbian C++ 

ObC API

5. Computes HOTP 
and compares with 
client HOTP. 
Authenticate 
according to the 
result

Provisioning  
Server
Java

Bouncy Castle

OTP Script
JASM 

Assembly
HOTP



Case example
Credential remote managment?
Parameters to be managed

Expiration date
Application list
User application policy
Credential usage

Credential remote managment scheme

Marcia Villalba



Strong authentication
Better security and better usability
Credential remote managment parameters
Benefits of credential remote managment

Remote and automatic managment
Secure managment
Works for any type of keys

Conclusions

Marcia Villalba





Strong  Authentication  using  the  
Mobile  Phone

André Andrade
Andre.andrade@tkk.fi



Goals

Strong  Authentication  system  using  the  
mobile  phone  as  a  security  token

Secure

Usable

Flexible

Inexpensive

Open

André  Andrade
andre.andrade@tkk.fi



Architecture  and  Design

André  Andrade
andre.andrade@tkk.fi





Security  Analysis

Some  relevant  attacks
Session  Hijacking

Session  Fixation

Cross-­‐site  scripting

Denial  of  Service

André  Andrade
andre.andrade@tkk.fi



Implementation

Tools
Shibboleth  2.0

OnBoard  Credentials  (Nokia)

André  Andrade
andre.andrade@tkk.fi
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Flexible Services - Pilot review

Project: EDEN WP1 - Architecture and Technology
Presentors: Heidi-Maria Rissanen & Miljenko Opsenica, Oy LM Ericsson Ab



The results of the pilots in general
The results of the pilots are aggregated and analysed with respect to 
their suitability and completeness to act as part of the ecosystem
The analyses includes following pilots:

Lucre, 
EnviTori, 
MoFS

Suitability

architecture, tools, frameworks and findings
Pilots have mostly followed the main principles of architecture design
Strong focus on the key enablers and certain services but lacking 
further aggregation in the wider ecosystem scope  

Completeness 
Pilot evaluation reports were not completly ready so reviews were 
based on an existing information and mail discussions
Resource cutting has decreased scope of some pilots
Lacking real status information and findings for complete evaluation



Main review findings Lucre
Collaborative organization of a complex events 
or activities
Original scope of the pilot was changed, 
individual components instead of collaboration 
between components
From the architecture point of view, the LUCRE 
system follows several of principles of the 
architectural design

For example, modular (consists of independent 
components); loosely-coupled (dependency between 
components low)



Main review findings - EnviTori
In EnviTori project, Air quality use case is based on 
quality measurement, collection and service creation 
based on collected information
There are systems by different actors providing different 
functions
The project is not finished yet, thus the review is not 
complete in all parts

For example, information component (especially collecting & 
processing) is important in the EnviTori project.

The EnviTori project is modular consisting of 
independent systems providing different functions



Main review findings - MoFS

In MoFS, banking and mobile ticketing pilots are 
being conducted
MoFS reports are not ready yet, so analysis is 
not complete
From the architecture analysis point of view, the 
MoFS authentication mechanisms are modular
MoFS provides easy ecosystem entry with well 
defined tooling using popular technologies such 
as SMS, Java MIDP client, browser and widgets


